Instructions

· Before you start the lab exercises see the lab administrator to get assigned to your routers.  

· For those assigned to routers {r4,r5,r6} substitute r1,r2,r3 in the lab manual with r4,r5,r6.
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RIP-Routing Information Protocol

________________________________________________

1. Objective 

In this lab you will learn how to configure Routing Information Protocol (RIP) on a network. You will use relevant IOS commands to monitor RIP routing updates between routes and to control RIP  updates messages.  

After completing this lab you know how to:

· Configure RIP on Routers with different network connections and interfaces

· Interpret the RIP routing update messages traveling between the routers with debug commands. 

· Modify the default timers for routing updates on Cisco router

· Test connectivity between RIP routers and routing updates are exchanged between  routers 

· Understand how Split-Horizon works and when you may need to disable it.

2. Background

RIP is one of the first distance vector routing protocols. It was designed for ease of use and for small networks. RIP is implemented by many host computers as well as networking devices, and it is the choice of many network administrators for small networks or for confined areas of larger

networks. RIP uses a metric called ‘hops’, which is simply a count of the number of links traversed on a path. This is an adequate metric in networks composed of homogeneous media, for example, an all Ethernet network. However, the simple metric does not account for different types of media or for the congestion of traffic in the network. Also, the original specification of

RIP was incapable of measuring hops greater than 16, limiting the maximum network diameter.  This limitation was originally included to mitigate convergence delays and handle count to infinity problems. RIP was available for almost every protocol suite; DecNet, Platelike, Novell, and so on.

Integrated routing is the practice of maintaining a single routing table for all RIP-discovered paths, which permitted network administrators to configure only one RIP (usually TCP/IP) to cut down on update traffic.

Configuring RIP

To configure RIP, the following steps must be taken:

· Select a routing protocol.

· Assign IP network numbers without specifying subnet values.  This is because RIP is a classful protocol.  It is only concerned with major network boundaries.  

To configure RIP type the following commands in configuration mode.


· Where protocol is RIP 

· The network-number specifies a directly connected network address.

Based on your pod toplogy below determine the major network addresses.  Hint: We are using classful addressing schemes for all interfaces.  
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    Figure 1.   POD topology for configuring RIP

EXERCISE 1:  Configuring Routers to use RIP_______

Step 0:

First, configure IP addresses for each interface of the routers using the topology diagram in Figure 1.  Use class C subnet masks (255.255.255.0) when configuring interfaces. 

Objective 1.  Configure router r1 and r2 to use RIP

STEP 1:  Enter configuration mode on Router r1 

 First enter configuration mode by using the configure terminal command.
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STEP 2:  Create a RIP routing process.
 When you are in configuration mode, create a RIP routing process with the router rip command.
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STEP 3: Add the network(s) to participate in RIP.

Next, the network(s) participating in the RIP routing process must be specified using the network subcommand.  For router r1, the only network to add is 192.1.1.0.
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STEP 4:  Verify that RIP is configured on r1.
Now, use the show ip protocols command to verify that RIP is configured.  The output shows that the routing protocol RIP has been configured and is routing for the network 192.1.1.0.
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Step 5:  Enter configuration mode on Router r2.
 Now exit the router using the keys Ctrl-Shift-6 then x.  Telnet into router r2 and enter configuration mode using the config t command. 
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Step 6:  Create a RIP routing process.
When you are in configuration mode, create a RIP routing process with the router rip command.
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Step 7:  Add the network(s) to participate in RIP.
Next, specify the network(s) participating in the RIP routing process by using the network subcommand.  For router r2, there are two networks to add, 192.1.1.0 and 193.1.1.0.
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Step 8:  Verify the RIP configuration on r2.
Check to see that you have configured RIP correctly; use show ip protocols command.  In the show ip protocols output, you should notice that router r2 has already received RIP updates on both interface FastEthernet0/0 and FastEthernet 0/1, an indication that there is another source of RIP routing updates on the 193.1.1.0 network.
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Step 9:  View the routing table on r2.
Use the show ip route command to view the routing table of router r2.  You should now be able to see the networks learned via RIP in the routing table.  
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Step 10:  Check to see if router r1 has received any routing updates.  

View show ip protocols on router r1.  You can see that r1 has received a RIP update from the address 192.1.1.2 (Router r2).
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Step 11:  View the routing table on Router r1.  

You can see that r1 has learned about the 193.1.1.0 network from 192.1.1.2 (Router r2).
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Objective 2.  Configure RIP on Router r3.

Step 12:  Configure RIP on r3 for network 193.1.1.0.
Now it is your turn to configure RIP on router r3 for the network 193.1.1.0 on your own.  Record your steps below:

__________________________________________________________________
__________________________________________________________________
__________________________________________________________________

________________________________________________________________________________________________________________________________________________

Step 13:  Verify that RIP is running on router r3.
Use the show ip protocols and show ip route commands to verify that RIP is running.  You can see that router r3 is now getting updates from 193.1.1.1 and that r3 now knows about the subnet 192.1.1.0 from router r2.

EXERCISE 2:  View and interpret RIP messages between routers

Now let’s look at how RIP communicates between the routers.  To view the routing messages between the routers use the debug ip rip command.

Step 14:  Turn on debug ip rip on Router r2.
Return to router r2 and turn on debug ip rip to view the routing messages between the routers.  In the output, you see the addresses from which r1 is receiving updates.  This data should correspond to the Routing Information Sources field in the show ip protocols output.  You can also see the network that r1 is advertising and receiving.  
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Step 15:  Turn off debug ip rip on Router r2.
 To turn off debug ip rip; enter the command no debug ip rip.

Step 16: View condensed debug output.
If you wish to view only when a RIP routing event occurs and you are not concerned with the contents of the update (the network and subnet portion), use debug ip rip events.

Step 17:  Turn on debug ip rip events.
Enter the debug ip rip events command.  The output shows only the events that are happening and suppresses the network in the update messages.
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Step 18:  Turn off debug ip rip events on Router r2.
To turn off debug ip rip events, enter the command sequence no debug ip rip events.

Step 19:  Perform general request updates.

So far the RIP messages have been sent between the routers at a predetermined time interval (the update time).  Another type of update is the triggered update.  A triggered update is an update sent asynchronously in response to a change in the network topology.  Triggered updates are also called Flash updates.  New routes in the routing table or existing route metric changes can cause triggered updates to be sent.  In the following steps, you cause a triggered update known as a general request to be sent.

Step 20:  Turn on debug ip rip on Router r2.
On Router r2 turn on debug ip rip.

Step 21:  Trigger a routing update by clearing the routing table with the command clear ip route *.

When you enter the command clear ip route *, the router will automatically send a broadcast request out all interfaces participating in RIP for adjoining routers to send it to a routing update.  When routers r1 and r3 receive the request, they send an immediate response instead of waiting for their update timer to expire.  

You can see that, as soon as you enter the clear ip route * command, the router sends messages out of its interfaces participating in RIP to request a routing table update.  The routers receiving the messages immediately reply with an update.

[image: image15.png]sending request on FastEthernetB/i to 255285 2551258
sending vi flash update to 255.255.255.255 via FastEthernetd/8 (1

build flash update entries
netyork 193.1.1.9 metric 1
sending vl Flash update to 255.255.255.255 via PastEthernetB/1 (1

build flash update entries
netyork 192.1.1.0 metric 1
sending vl updaté to 255.255.255.255 via FastEthernet8/8 (192.1.1

build update entries
netyork 193.1.1.9 metric 1
sending vl updaté to 255.255.255.255 via FastEthernet®/1 (193.1.1

build update entries :1
network 192.1-1.8 metric 1





Step22:  Turn off the debug on Router r2.

On Router r2, turn off the debug using the no debug ip rip command.

Step 23:  Perform poison-reverse updates .                       
A poison-reverse update is a routing update with an infinite metric.  A poison-reverse update is sent for a specific route when a router experienced that a connection associated with the route has disappeared.  Poison-reverse updates are normally triggered updates, meaning that they are sent immediately upon discovery of the routing change.  Poison-reverse updates are also called unreachables.  Rather than just leaving the specific route out of the update, sending an unreachable for a number of update periods helps prevent routing loops and brings down convergence time.  In the following steps, you will trigger the sending of a poison-reverse update by shutting down an interface, thus making the routes learned via that interface unreachable.

Step 24:  Turn on debug ip rip on Router r2. 

On r2, turn on debug ip rip.

Step 25:  Trigger a poison-reverse update by shutting down interface Fast Ethernet 0/0 on router r2.
Now shut down interface Fast Ethernet 0/0 of r2 using the shutdown command.  When an interface is shut down, the router immediately sends out an update advertising any routers learned over that interface as unreachable; this process is know as poison reverse.

Also notice that r3 advertises the route back to r2, in violation of the split horizon rule, but it is an effective method to ensure that routing tables are properly updated when routes become unreachable.
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Step 26:  Turn off debug ip rip and open up interface Fastethernet0/0 again.
On router r2, in privileged mode turn off debug ip rip with the no debug ip rip command.  Also, go into interface Fastethernet0/0 and perform a no shutdown command.  

Objective 3.  Modify the RIP timers.
The next step of this lab is to modify the RIP timers on r2 and see what effect the changes have.  To modify the timers we use the RIP subcommand timers basic.

Step 27:  View the default RIP timer settings.
You can view the timers with the show ip protocols command.  From the default output, you can see that updates are sent every 30 seconds, routes are invalid after 180 seconds, holddown is 180 seconds, and routes will be flushed if no information has been received after 240 seconds.
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Step 28:  Enter RIP configuration mode on Router r2.
To configure RIP parameters, first enter RIP configuration mode.
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Step 29:  Enter new parameters for the timers with the timers basic command.  
Enter the new parameters for the timers with the timers basic  30  10  10  20 command.
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Step 30:  View the new RIP timer settings.
Use the show ip protocols command to view the new RIP timer settings.  You can see from the output that updates will now be sent every 30 seconds, routes are invalid after 10 seconds, holddown is 10 seconds, and routes will be flushed if no information has been received after 20 seconds.

To change the timers back to their default, use the no timers basic command.
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Objective 4.  Split-Horizon.
Step 31:  Turn on debug ip rip on Router r3.
Now, turn on debug ip rip on r3.  From the debug output, you can see that r3 is suppressing its update to r1 because it has nothing to tell it.  This is what is meant by “suppressing null update”.  

Remember that split horizon states that a router will not advertise a route out of the same interface it learned the route on.  We need to disable split horizon on r3 in order for routing updates to flow from r1 to r3 and back. 

[image: image21.png]IE prococol debugging is on
3:19:38: RIP: sending vl update to 255.255.255.255 via FastEthernet®/1 (193.1.1

RIP: huild update entries — suppressing null update
RIP: received vl update from 193.1.1.1 on FastEthernetB/1

192.1.1.0 in 1 hops
RIP: sending vi update to 255.255.255.255 via FastEthernet@/1 (193.1.1

RIP: huild update entries — suppressing null update
RIP: received vl update from 193.1.1.1 on FastEthernetB/1
192.1.1.0 in 1 hops
RIP: reccived vl update from 193.1.1.1 on PastEthernetB/i
192.1.1.0 in 1 hops
RIP: sending vi update to 255.255.255.255 via FastEthernet@/1 (193.1.1





Step 32:  Turn off debug ip rip on Router r3.
Now, turn off debug ip rip on Router r3.

Step 33:  Disable split horizon on FastEthernet 0/1 of Router r3.
To disable split horizon on r3, enter no ip split-horizon subcommand on the interface you want to disable it on (in this case FastEthernet 0/1).

* Note the (no) ip split-horizon command is not specific to the RIP routing protocol. 
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Step 34:  Turn on debug ip rip on Router r3.  

When you turn on debug ip rip on r3, you will see that it is receiving updates from router r1 (192.1.1.0) and r2 (193.1.1.0).  
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