
CHAPTER 5

COMPUTER FRAUD AND SECURITY


SUGGESTED ANSWERS TO DISCUSSION QUESTIONS
5.1
The statement seems ironic because employees represent both the greatest control strength and the greatest control weakness to an information system.  Honest, skilled employees are the most effective deterrent to computer fraud.  However, when fraud does occur, it usually involves an employee in a position of trust.  Studies suggest that as many as 75 to 90% percent of all computer frauds are insider jobs by employees.

The textbook suggests several important things employers can do to maintain the integrity of their employees. (NOTE: The information to answer this question is introduced in this chapter but is covered in more depth in Chapter 6)
· Human Resource Policies. Implement human resource policies for hiring, compensating, evaluating, counseling, promoting, and discharging employees that send messages about the required level of ethical behavior and integrity

· Hiring and Firing Practices: Effective hiring practices are aimed at screening potential employees through thorough background checks before hiring.  Potential employees can also be screened with written tests that evaluate integrity.  Care should also be taken when an employee is fired.  Employees who are fired should be removed from all sensitive jobs and denied access to the computer system to avoid sabotage.

· Managing Disgruntled Employees:  Some employees who commit a fraud are disgruntled and are seeking revenge or "justice" for some wrong that they perceive has been done to them.  Companies should have procedures for identifying these individuals and helping them resolve their feelings or removing them from jobs that allow them access to the system.  One way to avoid disgruntled employees is to provide grievance channels that allow employees to talk to someone outside the normal chain of command about their grievances.
· Culture. Create an organizational culture that stresses integrity and commitment to both ethical values and competence

· Management Style. Adopt an organizational structure, management philosophy, operating style, and appetite for risk that minimizes the likelihood of fraud
· Employee Training: Employees should be trained in appropriate behavior, which is then reinforced by the corporate culture.  Employees should be taught fraud awareness, security measures, ethical considerations, and punishment for unethical behavior

5.2
According to the text, a kiting scheme involves the cover-up of a theft of cash by transferring money between banks.  Cash is created by depositing a check from bank A in bank B.  The perpetrator then withdraws the money from bank B and spends it.  Since there are insufficient funds in bank A to cover the check to bank B, the perpetrator must deposit a check to his account in bank A before his check to bank B clears.  This check comes from bank C, which also has insufficient funds to cover the check written on the account.  Therefore, funds must be deposited to bank C before its check to bank A clears.  The check to bank C comes from bank A, B, or D, which also have insufficient funds.  The scheme continues, with checks written and deposits made as needed to keep checks from bouncing.

Kiting can be detected by analyzing all interbank transfers.  Since the scheme requires constant transferring of funds, the number of interbank transfers will usually increase significantly.  This increase is a red flag that should alert the auditors to begin an investigation.

When the employee confesses the company should immediately investigate the fraud and determine the actual losses.  Employees often "underconfess" the amount they have taken.  When the investigation is complete the company should determine what controls could be added to the system to deter similar frauds and to detect them if they do occur.

Employers should consider the following issues before pressing charges:

· How will prosecution of this case impact the future success of the business?

· What effect would adverse publicity have upon the company's well being?  Could such publicity increase the incidence of fraud by exposing company weaknesses?

· What social responsibility does the company have to press charges?

· Does the evidence assure a conviction?

· If charges were not made, what message would that send to other employees in the organization?

· Could failure to expose the crime subject the company to civil liability problems?

5.3
One fraud technique that the perpetrator definitely used is impersonation.  He or she impersonated a Digital repairman to obtain the necessary access codes to enter the system and destroy the data base.  The computers at U. S. Leasing began acting sluggish several hours before the impersonator called.  Therefore, it is likely that the impersonator knew the system was experiencing problems or caused them. If the perpetrator knew the computer was having problems, he took advantage of the situation to gain access.  In such a case the person was either an insider or was familiar enough with the system to know it was sluggish.

If the perpetrator was responsible for the sluggishness, he or she may have caused it using:

· A Trojan horse, a set of unauthorized computer instructions in an authorized and otherwise properly functioning program that performs some illegal act at a preappointed time or under a predetermined set of conditions.  
· A trap door, a set of computer instructions placed in programs by system developers that allow a user to bypass the system's normal controls.
· The unauthorized use of superzap, a special software utility to bypass regular system controls.  

· Piggybacking, tapping into a telecommunication line and latching onto a legitimate user that is logging into a system.  The legitimate user unknowingly carries the perpetrator with him as he is allowed into the system. 
· Hacking, the unauthorized access and use of computer systems, usually by means of a personal computer and telecommunications networks. 
· Some kind of virus or worm.
To avoid such problems, the secrecy of company passwords and logon numbers should be protected. 
· Only reveal passwords and logon numbers on an authorized basis and to individuals whose identities are assured.  
· Ensure that it is a Digital employee by calling Digital back on their known and published service number and then give the company the access codes and passwords.  Even better would be to call back and talk to the Digital representative assigned to U. S. Leasing.

· After the system had been fixed, the codes and password information should be changed.

Other control considerations that could reduce the incidence of unauthorized access include:
· Improved control of sensitive data
· Protection of phone lines
· Alternate repair procedures
· Increased monitoring of system activities.

5.4
In a diskless PC system the user is unable to enter data at his terminal from a diskette.  Nor is he able to copy data from the system onto a floppy disk.  Furthermore, he is not able to store his own data on a hard disk.  This eliminates the risk of:

· A virus entering the system from a floppy disk.

· The theft of company data or software by copying it on a floppy disk.

· The installation and use of unauthorized software.

· Data being downloaded from the system, changed, and never reentered into the centralized system because it is stored on the user's hard disk.  Thus two versions of the data now exist and all other users who access the data from the main system use a different version than the one stored on the hard disk.

· Corporate data being destroyed, since the user can only destroy data on his screen, not the data stored in the system.

These security advantages have to be weighed against:

· The risks of storing all information in one location.  If the mainframe or the network goes down, no one can use their computers since there is no data to work with.

· The lack of flexibility that arises from the inability to use the microcomputer to enter data, store it locally, and process it.  In essence, it takes away some of the advantages of end-user computing.

There is no way to know whether the security advantages outweigh the disadvantages, inasmuch as it will depend on the company and the specific circumstances.

5.5
This problem has no clear answer.  By strict definition, the actions of Logisticon in halting the software represented a trespassing, an invasion of privacy. Some states recognize trespassing as a breach of the peace, thereby making Logisticon's actions illegal. 

However, according to contract law, a secured party can repossess collateral if the contract has been violated and repossession can occur without a breach of the peace.

5.6
Answers will vary.  Students should give consideration to the following conflicting concepts:

Software licensing encourages the development of new ideas by protecting the efforts of businesses seeking to develop new software products that will provide them with a profit and/or a competitive advantage in the marketplace.  This point is supported by the following ideas:

· The prospect of a financial reward is the primary incentive for companies to expend the time and money to develop new technologies.

· If businesses were unable to protect their investment by licensing the software to others, it would be much more difficult for them to receive a reward for their efforts in the research and development of computer software.

· Economic systems without such incentives are much more likely to fail in developing new products to meet consumer needs.

The only way to foster new ideas is to make information and software available to all people.  This argument is supported by the following ideas:

· The most creative ideas are developed when individuals are free to use all available resources (such as software and information).

· A free society should have no "secrets."

Many security experts and systems consultants view proper ethical teaching as an important solution to most security problems.  However, no single approach is a complete solution to the problem of computer fraud.  Proper ethical teachings can reduce but not eliminate the incidents of fraud.

Though no security system is impenetrable, system security measures can significantly reduce the opportunity for damages from both intentional and unintentional threats by employees.  Controls can also make the cost (in time and resources) greater than the benefit to the potential perpetrator.  

Ultimately, the reduction in security measures will increase opportunities for fraud.  If the perpetrator has sufficient motive and is able to rationalize his dishonest acts, increased opportunity will probably lead to an increase in computer crimes.

5.7
The old saying "where there is a will, there is a way" applies to breaking into a computer system.  It is possible to institute sufficient controls in a system that it is very difficult to break in, but most experts would agree that it just isn't possible to design a system that is 100% secure from every threat.  There is bound to be someone who will think of a way of breaking into the system that designers did not anticipate and did not control against.  

Though internal controls can't eliminate all system threats, controls can:

· Reduce threats caused by employee negligence or error.  Such threats are often more financially devastating than intentional acts.

· Significantly reduce the opportunities, and therefore the likelihood, that someone can break into the system or commit a fraud.

5.8
The textbook defines hacking as the unauthorized access and use of computer systems, usually by means of a personal computer and telecommunications networks.  Most hackers are motivated by the challenge of breaking and entering a system.  Many do so with no intent to do harm.  Others do so to destroy data, to make unauthorized copies of the data, or to damage the system in some way.

Hacking has increased significantly in popularity for several reasons.  Perhaps the most important is the increasing use of personal computers and telecommunications and the corresponding rise in the number and the skill level of the users.  In other words, there are more systems to break into, and there are more people capable of breaking in. 

By legal definition, hacking represents illegal trespassing and is punishable as a federal crime under the 1986 Computer Fraud and Abuse Act.  However, many computer users feel that hacking is a "right" enjoyed by computer users in a "free information" society.  If a hacker can gain system access illegally, then the business is at fault for not promoting adequate security measures. Many hackers also argue that hacking rarely does any harm to a computer system and is acceptable behavior.


SUGGESTED ANSWERS TO THE PROBLEMS
5.1
Adapted from the May 1988 CIA Examination (Part 2, Question 54).

a.
This is an indication of fraud because there is a conflict of interest situation which should have alerted the auditor to the possibility of fraud.  It is a red flag warning signal and may be in conflict with the organization's code of ethics and conduct.

b.
This is a fraudulent act because there is a knowingly false representation.

c.
This is a fraudulent act by the supervisor of receiving because there is an intent to deceive as indicated by the efforts to conceal the act.  Alternately, this is unrelated to the investigation because while the chain is damaged by the theft, it is not due to an act by the buyers.

d.
This is a weakness in the system of internal control, and is unrelated to the investigation.

e.
This is an indicator of fraud because the receiving supervisor is advocating a system of weak internal control.
5.2
Adapted from the November 1989 CIA Examination (Part 1, Question 54).

a.
Fraud encompasses an array of irregularities and illegal acts characterized by intentional deception.  It can be perpetrated for the benefit of or to the detriment of the organization and by persons outside as well as inside the organization.

Fraud deterrence consists of those actions taken to discourage the perpetration of fraud.

Fraud detection consists of identifying indicators of fraud sufficient to warrant recommending an investigation.

Fraud investigation consists of performing the extended procedures needed to determine whether fraud, as suggested by the indicators, has occurred.

b.
Any four (4) of the following:

· High personal debts or great financial losses.

· Expensive lifestyle.

· Extensive gambling or use of alcohol or drugs.
· Heavy investments.

· Significant personal or family problems.

· Rewriting records, under the guise of neatness. 
· Refusing to leave custody of records during the day.
· Extensive overtime.

· Skipping vacations.

· Questionable background and references.

· Feeling that pay is not commensurate with responsibilities.

· Strong desire to beat the system.

· Regular borrowing of small amounts from fellow employees.

· Personal checks returned for insufficient funds.

· Collectors and creditors appearing at the place of business.

· Placing unauthorized IOUs in petty cash funds.

· Inclination toward covering up inefficiencies or "plugging" figures.

· Pronounced criticism of others.

· Association with questionable characters.

· Annoyance with reasonable questions; replying to questions with unreasonable answers.
· Unusually large bank balance.

· Bragging about exploits.

· Carrying unusually large amounts of cash.

c.
The fraudulent behavior of the purchases journal clerk may be detected by:

1.
Inspecting the documentation supporting the release of a check to a vendor.

2.
Tracing all payments back to the supporting documentation.  The receiving department would have no record of the receipt of the goods.  The purchasing department would have no record of having ordered the materials or of having such materials requested.  

5.3
Adapted from the June 1990 CMA Examination (Part 5, Question 2).
	Type of Fraud
	Explanation
	Identification and Description of Protection Methods

	Input manipulation
	This requires the least amount of technical skill and almost no knowledge of how the computer system operates.  
Input data are improperly altered or revised without authorization. For example:

· Payroll time cards/time sheets can be altered to pay overtime or an extra salary.
	Documentation and Authorization

· Data input format properly documented and  
authorized.

· Control over blank documents.

· Comprehensive editing

· Control source of data

Programmed Terminal/User protection 

· Programs designed to accept only certain inputs from designated users, locations, terminals, and/or times of the day.

	Program alteration
	Program alteration requires programming skills and knowledge of the program.  
The program coding is revised for fraudulent purposes. For example:
· Ignore certain transactions such as overdrafts against the programmers' account
·  Draw checks and have them sent to a falsely constructed account
·  Grant excessive discounts to certain specified trade accounts
	Programmers should only make changes to copies of production source programs and data files, never to the actual files.

Segregation of Duties
· Computer operators should not have      access  to production programs or data files.

Periodic Comparisons
· Internal Audit or some other independent group should have access to the master 
programs, periodically process actual data, and compare the output with output obtained from normal operations.  Any output changes would be indicative of unauthorized program changes.

· Periodic comparisons of on-line programs to off-line backup copies to detect changes.

	File alteration
	File alteration occurs when the defrauder revises specific data or manipulates data files. For example:

· Fraudulently changing the rate of pay of an employee in the payroll master file via a program instruction
· Transferring balances among dormant accounts to conceal improper withdrawals of funds.


	Restricted Access to Equipment/Files

· Restrict access to the computer center.

· Programmers, analysts, and computer operators should not have direct access to production data files.

· Production data files are maintained in a library under the control of a librarian. 

· Computer operators should not have access  to applications documentation, except where needed to perform their duties. This minimizes their ability to modify programs and data files.

	Data theft
	Data theft can be accomplished by data interception or smuggling out computer data files or hard copies of reports/files.  
Data transmitted by data communication lines can be tapped or intercepted.  
Magnetic devices can be smuggled out in briefcases, employees' pockets, etc.
	Electronic sensitization of all library materials for detection if unauthorized removal from the library is attempted.

Tapping transmitted data minimized by encrypting sensitive data transmissions.

	Sabotage
	The physical destruction of hardware or software.
	Terminated employees immediately denied access to all computer equipment and information to prevent them from destroying or altering equipment or files.

Maintain backup files at secure off-site 
locations.

	Theft of Computer Time
	Theft of computer time is the unauthorized use of a company's computer for personal or outside business activities.  This can result in the computer being fully utilized and lead to unnecessary computer capacity upgrades.
	Assigning blocks of time to processing jobs with operating system blockage to the user once the allocated time is exhausted.  
Any additional time would require special authorization.


5.5
Adapted from the December 1987 CMA Examination (Part 3, Question 6).

a.
Inventory - The inventory shrinkage problem is an example of collusion.  While collusion is often difficult to prevent, the store could improve its control system by:

· Implementing job rotation so that the same employees are not always performing the same duties.
· Separating the payment for expensive items from the pickup of these items at a separate location.
b.
Payroll - The payroll fraud could be prevented through the introduction of better internal controls including:

· Separation of duties.  A supervisor with the authority to sign time cards should not be allowed to  distribute paychecks.  An individual with no other payroll-related duties should distribute checks.
· Periodic floor checks for employees on the payroll.
c. Accounts Payable - In order to prevent further occurrences of accounts payable fraud, the company should: 

· Implement and enforce a policy that prohibits the payment of invoices based on copies of supporting documents.  
· All payments could be electronic funds transfers (EFT) to the vendor’s bank account.

· Require all vendors to submit a numbered electronic invoice. The computer could match the invoice to the supporting documents, automatically looking for duplicate invoices or duplicate supporting documents.  
· Require specific authorization if a situation arises where payment on the basis of copies of supporting documents is necessary. 
5.8
Adapted from the November 1986 CIA Examination (Part 2, Question 53).

The circumstances are symptomatic of lapping, which is generally considered to be one of the most common forms of embezzlement by lower-level employees in positions that handle cash receipts.

In a lapping scheme, the perpetrator steals cash, such as a payment on accounts receivable by customer A.  Funds received at a later date from customer B are used to pay off customer A's balance.  Funds from customer C are used to pay off B, and so forth.  Since the time between the theft of cash and the subsequent recording of a payment is usually short the theft can be effectively hidden.  However, the cover-up must continue indefinitely unless the money is replaced, since the theft would be uncovered if the scheme is stopped.

a. This is an attempt by a fraudster to acquire confidential information and use it for illicit purposes. Most likely, this is an attempt at identity theft.  Since the email looks authentic and appears authoritative, unsuspecting and naïve employees are likely to follow the emails instructions.  

Justin’s should:

· Notify all employees and management that the email is fraudulent
· Delete the email without responding to its sender
· Launch an education program for all employees and management about computer fraud practices that could target their business.
· Notify Big Bank regarding the email.
b.
Once Big Bank becomes aware of the fraudulent emails it should:

· Immediately alert all customers about the email and ask them to forward any suspicious email to them.  
· Establish a quick and convenient method that encourages customers and employees to notify Big Bank of suspicious emails.  The warnings received by customers and employees should be investigated and remedial actions should be taken.

· Notify and cooperate with enforcement agencies so the perpetrator can be apprehended
· Notify the ISP from which the email originated, demanding that the perpetrator’s account be discontinued. 
c.
This computer fraud and abuse technique is called phishing, brand spoofing, or carding.
· .
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